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Security Questionnaire

Take a moment to audit your schools network.  At the end, review the answers and

                                         see how secure your network is. Each correct answer is worth 4 points.

1. Have you ever audited the security of your technology resources and data?

             a) Yes                  b)  No                      c) Don’ Know

2. Does your school have a “Firewall” to protect the school network?

              a)  Yes                 b) No                       c) Don’t Know

3. Is your school network’s “Firewall” properly configured and up to date with

Patches and software revisions?

        a) Yes                   b) No                     c) Don’t Know

4. Is your schools Web server outside of the “Firewall”?

                a)  Yes                  b)  No                    c) Don’t Know

5. Has your school purchased a virus protection subscription?

                 a)   Yes                 b)  No                    c)  Don’t Know

6. Do your staff and/or students receive and use programs on floppy disks 

from noncommercial sources (e.g. friends)?

           a)   Yes                 b)  No                   c)  Don’t Know

7. Do your staff and/or students use pirated,hacked, or otherwise illegal copies

Of programs, especially foreign software?

            a)  Yes                  b)  No                   c)  Don’t Know

8.     Do you have a public-access computer that runs all the time and that many 

  people use?

              a)  Yes                  b)  No                  c)  Don’t Know

                     












           9.      Do your staff and/or students download and run programs from unfamiliar 

  BBSes without testing them?

                a)  Yes                  b)  No                c)  Don’t Know

10.  Do you regularly test system backups to verify that they are functional?

                      a)  Yes                   b)  No               c)  Don’t Know

11.  Does your school have a disaster recovery procedure for important systems?

                       a)  Yes                  b)  No                c)  Don’t Know

12.  Does your school have a policy for password maintenance?

                        a)  Yes                 b)  No               c)  Don’t Know

13.  Do you place some restrictions on students at the computer desktop level?

                         a) Yes                b)  No               c)  Don’t Know
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14. Do you monitor student files for unauthorized applications?

                                                                   a) Yes               b)  No               c)  Don’t Know

15. Do you teach C++ or Visual Basic to students?

                          a) Yes              b)  No                c)  Don’t Know
16. Have students, teachers and administrators received basic training

                                               on avoiding E-Mail bombs and viruses.

 



       a)  Yes             b)  No               c)  Don’t know

         17. Have students or hackers smurfed your network resources?


        a)  Yes             b)  No              c)  Don’t Know 

18.  Do you provide Dial-in/remote Access to the school network without

        authentication?







                      a)  Yes            b)  No                 c)  Don’t Know

19. Do you allow remote maintenance on your network?

                         a)  Yes            b)  No                 c)  Don’t  know

20. When you installed your network operating system were generic “Guest  

Users” ids deleted?

                  a)  Yes             b)  No                c)  Don’t Know

21. Does your schools use VLANs?

                         a)  Yes             b)  No                c)  Don’t Know

22. Have students or hackers ever spoofed a school server?

                                                                   a)  Yes            b)  No                c)  Don’t Know

23. Does your school use Microsoft Access databases for sensitive information?

                          a)  Yes            b)  No                 c)  Don’t Know

24. Do you  use students to maintain portions of the school network?

                          a)  Yes             b)  No                c)  Don’t Know

25. Does your schools have a written security policy?

                          a)  Yes              b)  No               c)  Don’t Know
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Security Questionnaire

Answer Key for Security Questionnaire:

1. a)                      11.  a)                  21.  a)

2. a)                      12.  a)                  22.  b)

3. a)                      13.  a)                  23.  b)

4. a)                      14.  a)                  24.  b)

5. a)                      15.  a)                  25.  a)       

6. b)                      16.  a)

7. b)                      17.  b)

8. b)                      18.  b)

9. b)                      19.  a)

10. a)                      20.  a)
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